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ᾤẁ ἑַײ σ
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ᶵἍḕᶈ￼ ἆ Ứ Ὑ ᶵ￼Ӱẞ↨Ẉιҡ Ӕ ᶵ ᶼ ῼḠԅ ḧ

ᴵ ᶊ



ῄẂ ἴấ

♩ᶪ/ἷ ἑ

╒∆◦֘σ

ᶵᶹᶳ ᶵԓ  ‟ԓᴿ ṋ ᶊ― Ẕẇ֜ᾯ┼ῂ῎Ῐṋᶆ

├Ỵ ‫ ṋ ￼▐┼ꜛ֙ιᴣῊ▐║ἆ῭ὭιҨԁẽᵠ ‫ ᴣ

Ἇ⁭￼ ᾫ♬

ᾌ ◦֘σ

ḅ‛ḯԓῶ□ẙ ι‬  Ἄ￼עᶫ□ẙῗᵋᶈ15°~30° ᶀԓψ₅‬

ᶵ ᴭᶴῗᵋᾣ  ⱶψӫᵎ ᶵ Ἇᶲ ῗᵋᶎפιῂầᵠ



ῄẂ ἴấ

♩ᶪ/ἷ ἑ

ἷ σ ἷ ṩӏ◦

PWR1ιPWR2ּכ◊Ὕ
♂

ᶈӈχ
јᶈӈχјҘ
ᾥ ἆ῾іּכχ

SYS Ὕ ♂ іִּכḊקχ ♣
ִḊקḢἄχ
ᵓ ε□ẙ ζχ

FAN ἏὝ ♂ ᶈӈχ
јᶈӈχјҘ



CPU ἑ

︡ẹWeb ףּת ιᶈ ‬ CPUᴉּזꞌ

ἑẤ σ

⃰Ẃừ֙їιCPU￼ᴉּזꞌẔӉ҈60% ḅ‛CPUᴉּזꞌ Ὴ ι︡ẹᵘҧ

show cpu‬ cpu ￼

• ḅ‛tnetἆ buffer copy ιֱ ῎ ᶵᴵ ᴩֹ╙ ᾢ֨҃ιᶈ ᾢ֨ѧẦ

ᵏ ╙ ᾢ֨

• ḅ‛ῗktimer ιֱ ῎ԓ ᴵ ḕᶈӀ ◊IP￼ᾢ֨ἆ ╙ί ῄỐ ו

ᴉּז ᶺớ ιᴵ ᴨᾢ֨ ἴι ᾯ╙ί ι ӉῄỐᴧ ꞌι֟Ṉ≡ῶּז

￼ῄỐ ᶚ ὺᾼӠ CPU￼⃰Ẃ ḧ

• ấ ᶈṪ ṷ￼ὝṀї ᾛӐ

ῄẂ ἴấ



ᵒ Ӡ ἑ

♇֨ᴸі ￼ᵓ Ὗ ιἆ ᵘҧ show attack-info‬ ᵓ ӡỤ

ἑẤ σ

ḅ‛╙ ᾢ֨ᵓ ḕᶈᶽ ￼ᵓ ӡỤιᾢ֨ἵᾰᾭ ᶽẊћὙ Ὴ ấ Ầ

ᵏ ᶵ ᾢ֨ו ιḅ‛ῗ‎ ԓ ￼ᾢ֨ấ ԓ ₅‬ῗᵋῶѮ ѧֿפ⅜ιḅ‛

ῗ‎ ᶹ ￼ᾢ֨ιᴵ ᵬᶴת

ῄẂ ἴấ



ῄẂ ἴấ

∫ ֘ ἑ

ᶈ╙ ίѧ ḻẈῊᵙ Ṥῼ￼ᴿ ￼ṾḴᶽṇᴣԎַּזꞌ



ῄẂ ἴấ

ἑẤ σ

⚫ ḅ‛ᴿ ￼ṾḴјᶎ ἆ ṾḴַּזꞌӉι ῎ יּ ᵙ

ᶎ ᾯҸק

ː ₅‬ṾḴַּזꞌӉ￼ ῗᵋ ҃ᶊᶍẓε ט ζ ῎ יּ

ἆ יּ

ˑ ᾯᶎ ѭᶢ҈צּ ￼ ιἆצּ Ầᵏ⃰ᵇDNSҦת‎ẽᵠhttpẔ

╙￼זּ

⚫ ḅ‛іҽἆ ї Ởῗј •Ѧῳ Ӫι ῎ ￼ṾḴᴵ ḕ

ᶈ ֺ

ː ḅ‛ ҃╙ίι₅‬╙ί⁞ Ӫῗᵋ ⃰ ι ắ Ӫῗ

ᵋ ⃰

ˑ ₅‬ї▫ ᶵῗᵋ ҃╙ί ιḅACEצּ

˒ ᵬ ῗᵋώӗ҃Ἠ ￼ ṾḴ



ῄẂ ἴấ

ᾤẁ ἑᵗҦ

⚫ show loggingχ‬ ῗᵋῶầẂῄỐ

⚫ Show ip route counterχ‬ ‍יּ ᾭ

Ruijie#sh ip route count 

--------- route info ----------

the num of active route: 3637   //ḅ‛ᴧא ᾭӪᵙẈῊ￼ᾭӪ ⅝ᴪקỄᶽιֱ ῎

ιקᴪא֧ ₅‬ ι יּ

⚫ Show arp counterχ‬ ARP ￼ᾭ

Ruijie#sh arp counter 

Arp limit:                8192

Trusted arp limit:        4096

Count of trusted entries: 0

Count of static entries:  0

Count of dynamic entries: 35 (complete: 7  incomplete: 28)

Total:                    35    //ḅ‛ARP



ῄẂ ἴấ

ᾤẁ ἑᵗҦ

⚫ show interfacesχ‬ ὶᴭ ᵙ ӡỤ
Ruijie#sh in g0/2

Index(dec):4 (hex):4

GigabitEthernet 0/2 is UP  , line protocol is UP    //ὶᴭꜛỗ
Hardware is OCTEON-SGMII GigabitEthernet, address is 001a.a93c.7a5e (bia 001a.a93c.7a5e)

Description: טὶԄ
Interface address is: 203.68.158.194/28 // ipᵙὼ ӡỤ
ARP type: ARPA,ARP Timeout: 3600 seconds

MTU 1500 bytes, BW 100000 Kbit                    //ὶᴭMTUᵙṾḴ ⃰
Encapsulation protocol is Ethernet-II, loopback not set

Keepalive interval is 10 sec , set

Carrier delay is 2 sec

RXload is 33 ,Txload is 38

Queueing strategy: FIFO

Output queue 0/40, 0 drops;

Input queue 0/75, 0 drops

Link Mode: Up.

Speed 100M, Duplex full, Media-Type is copper.       // ꞌιᴥṪιӿּכӡỤ
30 seconds input rate 13234763 bits/sec, 2539 packets/sec        //ὶᴭᾠᴧ ꞌ
30 seconds output rate 14947442 bits/sec, 2592 packets/sec

10189718231 packets input, 9035647618958 bytes, 1577884 no buffer, 0 dropped

Received 14617 broadcasts, 0 runts, 0 giants

1 input errors, 0 CRC, 0 frame, 0 overrun, 0 abort       //ὶᴭbufferᵙcrc ιḅ‛bufferᶭ Ễ
ồι ῎ ᶵḕᶈầẂι Ҹק ᶵớ Ẋ₅‬ῗᵋḕᶈֿפ⅜Ѯ 

9147644751 packets output, 4948330971734 bytes, 0 underruns , 0 dropped

0 output errors, 0 collisions, 0 interface resets



ῄẂ ἴấ

ᾤẁ ἑᵗҦ

⚫ show attack-infoχ‬ ᾢ֨ӡỤ

Ruijie#sh attack-info history  

System attack record at 2012-12-20 10:1:9, System in attack 9s

ALL: 3631 packets, 258995 bytes

PROTOCOL         packets        bytes

TCP              10             652           

UDP              3621           258343        

TOP10 IP attack:

IP               packets        bytes            interface

223.3.43.116     1261           88710            Te0/1            //ᾢ֨◊ιᾢ֨ἵᾰᶽṇ

121.248.25.211   1184           81696            Te0/1

121.248.27.19    1017           70173            Te0/1



ῄẂ ἴấ

ᾤẁ ἑᵗҦ

⚫ show ip fpm statisticsχ‬ Ẹׁ ╙ẈᴶԅṕӡỤ

Ruijie#sh ip fpm statistics 

The capacity of the flow table:3000000

Number of active flows:747612      //Ḿ⅝ҨỀᵃ Ὴ־￼ᾭӪιḅ‛Ṯָᶿᶽιֱᴵ

ᴩֹ҃ ᾢ֨ ḅ‛ Ḕӌ￼ᾭḔљ ᾭӪὶ ἆ Ẹι ῎╙ Ṱ ◑זּ

Number of the defragment contexts:399

Number of the buffers hold by FPM:399

Event count (%256):241

⚫ Show online statistics global  ‬ Ẹׁᶈ Ἃᾭזּ ᵙҺ ᾭ

Ruijie#sh online statistics global 

global

online ip count: 10455     //Ḿ⅝ҨỀᵃ Ὴ־￼ᾭӪιἆ Ἃזּ ת ￼ᶈ Ἃᾭιזּ

ḅSAMιḅ‛ᾭӪṮầ ᶽιֱᴵ ḕᶈ ầẂ

online session: 764326
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ῄẂ ἴấ

ΉᾂWebᴬҦ

ѭ҃ Ḡԅι ᶵ ᵔṹᴺ￼Ḹת ọ Ӣᾡιј Ӕּז Ḹ ιḸ ẙᶽ҈

6ӈιẊћḧῼӢᾡ Ḹ ᶈ —— ——ӢᾡḸ ѧ

↕ổσ
Ḹ ֫ѭWebḸ ᵙtelnetḸ ι
ḅ‛ ҃vpnἆ web ι

ѭtelnet Ḹ



ῄẂ ἴấ

ӡᾂ ᾩ

Ὴ ј⃰ ҺṀ ᵙῊ ԋ￼ו ֧ ιẔӠ Ὴ ֝ ῂ ӢᾡῊ

ᶈ —— —— Ὴ ѧӢᾡ

ḅ‛Ὴ ᵙweb︡ẹ￼PCј ιҺ֧א
ѕ ᶃ‰



Ẹאָ Contents

⚫ ῄẂ ἴấ

⚫ Ẃ ὴ‬

⚫ ᶵҰᵙỠᶶ֧ᴔ

⚫ ḅӍ ᴨẁי



Ẃ ὴ‬

♪ σ

ᶹ Ἃῂ│⃰Ẃזּ ԓ ᴭῑṃ￼Ὸח

ᴜᵻσ
⚫ ᴭ ᵬṂὲ
⚫ Ὸחᵸ εԓ ԓזἋӔּזּ ᶊᶍѼῂ│ Ὸחζ
⚫ צּ ᵙῑṃיּ ֱј
⚫ ᶺ֧ᴭ‎ᵻ Ểј
⚫ Ὸח ᵃῊῑṃᶺ ᴭι ᴭῑṃјԅ
⚫ ᶹ Ἃֹᶹזּ ᶊᶍјᴵ

σ←ד֗
⚫ Ӣᾡᶹ ῑṃ￼ ᴭ
⚫ ₅‬Ὸחᵸ
⚫ צּ ᵙῑṃיּ ֱӠὙ
⚫ Ầᵏ◊ ◊֧
⚫ ῑṃḢᾯ ᴭ
⚫ ᵬὴ‬



Ẃ ὴ‬

♪ σ

і ẙỹιӌאᶈ ἔẦảῊ ιᶹ Ѣץ

ᴜᵻσ
⚫ יּ јᵀתιḅּכӡ￼ ֹיּ ιṀ ảῊᶭᶽ
⚫ •‍ ṾḴṰ ᴉ◑
⚫ ḕᶈᾢ֨
⚫ ᴩֹ╙ί ֺ
⚫ ꞌᴃᵬ ἆ

σ←ד֗
⚫ Ӣᾡ יּ ι Ӡ Ὴả Ӊ￼
⚫ Ҹק ᴣיּ ᶎ ιӔ ṾḴệֹᵀזַּ￼ת
⚫ Ḡԅ ᾢ֨ ιὴצּ ᾢ֨◊ ֘
⚫ ₅‬ ѧῗᵋḕᶈ╙ί ᶵιῗᵋ ҃╙ί צּ
⚫ ῭Ὥ ἆ ₩ᶒι ᵬ₅‬Ḿ ᶵ



Ẃ ὴ‬

♪ σ

ᶵcpu ιweb ת ᶵᴊιping ᶵᴵ ḕᶈѢץἆ ảῊ

ᴜᵻσ
⚫ ḕᶈᾢ֨
⚫ ᶈᵉᵆỄ ￼ừ֙їẦᵏ╙ίιῄỐᴧ ╦ ớ ו￼
⚫ ֧ᴭṾḴ ᶽἆ Һ ᾭὶ ᶵ‖

σ←ד֗
⚫ Ḡԅ ᾢ֨ ιὴצּ ᾢ֨◊ ֘
⚫ ╙ίו ҺὫ ḧ￼ ᶵớ ιᴵ ACE ╙ί ᶵ‎ḫא╙ίו ἆ

Ҹק╙ί ι Ӊớ ╦ ιḾ҈ῄỐᶴתιֱᴵҨ ӉῄỐᴧ ꞌ
֟Ṉјọ ￼ῄỐ ᶚ‎Ҹק ᶵ￼ớ

⚫ ֧ᴭἛḳ ֘
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ᶵҰᵙỠᶶ֧ᴔ

ᶴү

ᶈ —— —— ᶵҰѧṀ֧Ẹׁ ᶵҰ



ᶵ֦ᴓ

ᶈ —— ——Ỡᶶ֧ᴔ ѧ♇֨Ỡᶶ

ᶵҰᵙỠᶶ֧ᴔ
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ᴧẀט

חῸי
• ὰḥΆ χwww.ruijie.com.cn

• ҭᵙᾰ⁶ї χwww.ruijie.com.cn/service.aspx

• ὰ Ἡ Ὸח ᶔχsupport.ruijie.com.cn

Ἡ ᾟὙ
• ᶈ ḭῸχwebchat.ruijie.com.cn

• Ἡ ᾟὙ♬ χ4008-111-000

http://www.ruijie.com.cn/
http://www.ruijie.com.cn/service.aspx
http://support.ruijie.com.cn/
http://webchat.ruijie.com.cn/

